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1. Purpose of Document

The purpose of this document is to provide instructions and steps to perform validation of approved

files with an approval PDF letter (List of Approved Plans) from CORENET X.

2. Prerequisites

This feature is only available on Netrust Digital Signer (NDS) version 4.1.4 and above.

In order to use these features, NDS requires the installation of Java 8 and above.

3. Steps to perform validation

3.1. Run the Netrust Digital Signer application

:V Netrust Digital Signer ver 4.1.4
Folders

S]] Deskaop] A 2 ’ ) [ 23 q 7 <& i 5
5 @ OneDrive - Personal :] e £ 7 Bir. x ? |
. 5 m‘:;"‘u‘“ Refresh Sign Extract  Verfy  CheckPans  View Remove  ClearAl Preferences  Help About Ext
% 'y Libraries Work Area Signed/Extracted Fie Detals Area
: E M'.:kpms Fie Name Fie Path Fie Sze FleName  Fie Path Sgning Tme  Size
+ Recycle B
Admin
Files
Name Size Type [
Signeris) Infomation / Plans Validabon Resutis)
User ifomation
D Token Info Mo Token Detected
InfTonen  LossedinUser : NA
Details
Certificate Expiry : NA
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3.2. Navigate to the folder containing the files to be validated

Using the Folders and Files selection, navigate to the folder containing the files on the left side of the
user interface.

21 Netrust Digital Signer ver 4.1.4

- o x
Folders
[ ] Deskiop| A — r 4 - 3 =
5 @ GraDrive - Persanal 2 <z 0, o E{‘;‘E q > < ® di I l)
. Lazl ::’::"u“' Refresn Sign Extract Verity  CheckPans  View Remove  CiearAl Preferences  Hep About Ext
# 'y Libraries Work Ares. Signed /Extracted Fie Detals Area
: ]3 C’:::P-d  Hame Fie Path Fie Sze FleName  FlePath Signing Teee | Siae
‘.-, Recycle Bin
Admin
Files
MName: Size Type [
Signeris) information / Plans Vakidaton Resulis)
User Information
Token nfo : No Token Detected.
InfTokon  Logged nUser : NA
Details
= Cenficate Expry - NA
, y
Click on the desired folder and the files in the folder will appear under the files selection area.
3’ Netrust Digital Signer ver 4.1.4 - o X
Folders
= ~ F 4 iy > :
A E e o 32 | ® /X2 /%x\/?\/i\B
Refresh Sign Extract Verify Check Plans View Remove Clear Al Preferences Help About Ext
T Work Area Signed/Extracted Fie Detais Area
Fie Name File Path File Size Fie Name File Path Signing Tme  Size
Files
Name Size Type Dat¢
|4 List of Approved Plans. pdf 844 KB Adobe Acrobat 32
Plans (AR).ilc 13.689 KB IFC File 42
Plans (ST)ifc 13,689 KB IFC File a2
Plans (ME).iic 13.689 KB IFC File 81
[+ B1_ST.pdf 44 KB Adobe Acrobat 474, Signer(s) information / Plans Validation Resutis)
User information
Token Info - No Token Detected
\ofrogen  Logsed inlier : NA
Details

Centficate Expiry : NA
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3.3. Adding the files to Work Area

Double click on the desired files in the files selection area to add them into the Work Area

21 Netrust Digital Signer ver 4.1.4

Folders
5 = 7 3
1 A
A\ B R [ [ (S /X /i [ R ]?
DS . Retresh Sgn Extract erfy CheckPans  View  Remove  ClearAl Preferences  Heb
Work Area Sgned/Extracted Fle Detals Area
Fie Name Fie Path Fie Sze FleName  Fle Path
Plans (AR).fc C)\Users\usemame\DeskiopDe. 13689 KB
Plans (ST).fe  C\Userslwsemame\DeskiopDe. 12689 K8
Plans (ME).#e C\Users\sename\DeskiopDe. 13689 KB
B1_STpdf  C)\Userswsemame\DeskiopDe. “xe
Files
Name Size Type Date
&) List of Approved Plans. pdf 844 KB Adobe Acrobat 2
Plans (AR).ic 13689 KB IFC File az
Plans (ST)ifc 13,689 KB IFC File a
Plans (ME) fc 13689 KB IFC File 8/
[ B1 STpar 44KB Adobe Acrobat 474, Sgrerts) information / Plans Valdation Resutis)

Token ifo No Token Detected.
InfToken Logged In User ~ NA

Centficate Expry - NA

3.4. Selecting the file(s) to be validated

Click on the desired file in the Work Area to perform validation on. You may validate up to 10 files at
once. In order to validate multiple files, hold on to the CTRL button and click on the file in the work

area to select multiple files.

V! Netrust Digital Signer ver 4.1.6

- [=] x
Folders
Folders S —— S— B
el 1 b \
B < TR (e 38 [ # ARV SN a T |
Refresh Sign Extract Werify Check Plans Checksum Generate QR View Remove Clear A Preferences Help About Exit
Demo_NDS_Annex_Verfication ‘Work Area Signed/Extracted Fie Details Area
File Name File Path File Size File Name File Path Signing Time Size
Files
Name Size Type
B B1_ST pdf 208 KB Adobe Acrobat
L&Uﬂdﬁoﬂmedﬂnnd 28B4 KB Adobe Acrobat .
[ Plans (AR).ifc 13689 KB IFC File
_L Plans (ME) ifc 13,689 KB IFC File
Plans (ST)Hc 13.689KB IFC File Sanerts) infomnation / Plans Vakdation Resultls)
 testerlog 56 KB Text Document

Uses Information
— Token Info : No Token Detected.
InfToken ~ LogoednUser = NA
Details

Certficate Bpiry : NA
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3.5. File(s) validation

After selecting the desired files to be validated, click on the “Check Plans” button.

(1) Netrust Digital Signer ver 4.1.6

Signed/Extracted File Details Area

View

Folders
Refresh Sign Extract Verify CheckPlans Checksum Generate QR
Demo NDS Annex Vesfication
Files
Name Size Type
B B1_STpar 208KB Adobe Acrobat ..
%] List of Approved Plans pdf 284 KB Adobe Acrobat ..
] Plans. (AR).ifc 13,689 KB IFC File
] Plans (ME) ifc 13,689 KB IFC File
U] Plans (ST)ife 13689 KB IFC File Signeris) Information / Plans Vaiidation Resut(s)
| tester Jog 56 KB Text Document

User information
= Token Info © No Token Detected.
In/Token Logged In User : NA
Details
Certificate Expiry : NA

Click on the OK button when prompted

& n

Folders
L&) v 3 [+ @)X |2 ?
Bl <& o s # ®i/7
Refess  Sgn | Edrct  Vely  CheckPes Checksum  View  Remove  Cearl Prefeences  Hep
ik Frea Sgred Erracted e Detals A
Flolame  Fie Fain Flo S0 Flotame  Fla Paih
Plans (\Rifc  C:\Userusemame\Desktop\Dema_.. 13689 KB
3 Plans (STHc  C:\Uses\ussmame\Desktop\Dema_.. 13689 KB
Demo NDS_Annes Verfication Pans (NEVFe  C:\Users\uaamame\Deskiop\Dema_.. 13689 KB
BISTod  Cilsemussmams\Deskiop\Demo_.. 209 KB
Files
Mame Sae Type Date Modficd Il
B B1_ST par 208 KB Adcbe Acrobat .. 19/2/2025 12:2.. Vierdyng with lst of approved plans. ES
) List of Appraved Plans pdf 284 KB Adobe Acrobal .. 19/2/2025 12:2.
" Plans (AR) #c 13689 KB IFC File 19/2/2025 12:2.
[ e gahie RS FCRe 1820 12:2 o Pease select th kst of approved plans for CORENET X
B P S fpdndiebiting Tararaioe 12 submission in the nest Windaw,
tester log 56 KB Test Document 26/2/2025 425

Signerts) fomation / Plans Vabdation Resutis)

User informancn
o Tiken ko No Token Detected.
InfToken  LogoedinUser - HA
Details

Certfcate Expiry | NA

oK

Fie Name

File Path

Sze

Signing Tme  Size
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Thereafter, navigate to the folder containing the approval PDF letter (List of Approved Plans) from
CORENET X and select the file.

)
M » ThisPC » Desktop » Demo_NDS_Annex_Verification v 0 Search Demo_NDS_Annex_Ver...
Organize « New folder == v i |
(o] Name Date modified Type Size
s Quick access |
*| List of Approved Plans, 3/27/2024 3:.04 PM Adobe Acrobat D... 1
I Desktop + pf e
‘ Downloads o
%) Documents o
& Pictures 4
= WorkDrive Tn #
@ OneDrive - Persor
v < >
File name: | List of Approved Plans.pdf v | | PDF (*.pdf) v
Open Cancel

After selecting the file, click on Open
N
™ » ThisPC » Desktop » Demo_NDS_Annex_Verification v 0 Search Demo_NDS_Annex_Ver...

je
-~ 1 @

Name Date modified Type Size

Organize ~ New folder

-

s Quick access
I Desktop +
& Downloads

List of Approved Plans._pdf 3/27/2024 3:04 PM Adobe Acrobat D... 1

%) Documents o
& Pictures 4
- WorkDrive Tn #

@ OneDrive - Persor

v £ >

File name: | List of Approved Plans.pdf V‘ PDF (*.pdf) w
$ Open Cancel
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Validation will be carried out and the status will be shown in the “Signer(s) Information / Plans
Validation Result(s)” tab.

I8) ;
Folders

F 4 q‘ o
2 ) 22 # | ®X 2 x| ? B
L e F i L : S [£= [ I
Refresh Sign Extract Verify Check Plans Checksum Generate QR View Remove Clear All Preferences Heilp. About Exit
Demo_NDS_Annex_Vesification Work Area Signed/Extracted File Details Area
File Name File Path Fie Sze Fie Name  Fie Path Signing Time  Size
Plans (AR)fc  C:\Users‘usemame'Desktop'Demo_... 13689 KB
Plans (ST)fc  C:\Users'usemame'\Desktop'\Demo_.. 13689 KB
Plans (ME).fc  C:\Users'usemame'Desktop'Demo_... 13689 KB
B1_STpd C:\Users\usemame'\Desktop\Demo_... 208 KB
Files
Name Size Type
[£ B1_ST paf 208KB Adobe Acrobat
[£] List of Approved Plans pdf 284 KB Adobe Acrobat
| Plans (AR).ifc 13,689 KB IFC Fle
| Plans (ME) ifc 13,689 KB IFC File

[ Plans (ST)ifc 13,689 KB IFC File Signerts) Information / Plan Valdation Resute)
] tuster Jog S6 KB Vet Document Processing 4 file(s) for validation

User Information
L Token Info * No Token Detected
og
InTokan Logged In User : NA
Details

Certificate Expiry - NA
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Once all the files are processed, the results will be shown in the same tab.

) Netnust Digital Signer ver 415
Folders

Signed/Extracted Fie Detas Area
Demo_NDS_Annex_Verfication

FleName  Fie Path Sgong Tme. Sze

Hame: Size Type Date Modified

[B 81 STod F08KB Adobe Acrobat .. 19/2/2025 12:2.
[ ist of Approved Plans pdi B4 KB Adobe Acrcbat .. 19/2/2025 12:2.
I Plans (AR)sfc 13,689 KB IFC File 19/2/2025 12:2.
| Plana (ME) e 13689 KB IFC File 19727025 122
[ Ptana (5T e 13683 KB IFC Fle 19272025 12:2

sed Listof Agproved Plans
OUmSgnCare UAT, O=Corenet X, €55

Upon successful validation with a signed file, the following message will be shown:

<Filename of file to be validated> is approved in selected <filename of List of Approved Plans>
Signing Certificate of <filename of List of Approved Plans> CN = <Signer details>

For example, if the file Plans (AR).ifc is selected to be validated with the approval letter List of
Approved Plans.pdf, the following message will be shown.

Plans (AR).ifc is approved in selected List of Approved Plans.pdf

Signing Certificate of List of Approved Plans.pdf: CN=Corenet X UAT, OU=nSignCore UAT,
O=Corenet X, C=SG
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When performing validation with an unsigned approval letter:

\
Folders

| <& h v B # | 8X g % 211

Hely about Ext

Demo NDS_Annex_Verfication

Nome Size Type Date Modfied

i B1_ST pdf 208KB Adobe Acrobat ... 19/2/2025 12:2...
& List of Approved Plans pdf 284 KB Adobe Acrobal ... 19/2/2025 12:2...
Plans (AR) e 13.689 KB IFC File 19722025 12:2...
Plans (ME).fc. 13,689 KB IFC File 19722025 12:2...
Plans (ST)fc 13.689 KB IFC File 19722025 12:2...

User kfomation

Token info Token presert
- Logged i Liser © N&

Cotficste Expry - NA

To warn users when selecting a unsigned approval letter, upon successful validation with a
unsigned file, the following warning message will be shown:

Warning: The selected <filename of List of Approved Plans> does not contain a valid digital signature.
You may wish to contact CORENET X helpdesk to verify the authenticity of the file.
<Filename of file to be validated> is approved in selected <filename of List of Approved Plans>

For example, if the file Plans (AR).ifc is selected to be validated with the approval letter List of
Approved Plans.pdf, the following message will be shown.

Warning: The selected Annex_NParks latest 3 unsigned.pdf does not contain a valid digital
signature. You may wish to contact CORENET X helpdesk to verify the authenticity of the file.

Plans (AR).ifc is approved in selected Annex_NParks latest_3_unsigned.pdf

Copyright © 2025 Netrust Pte Ltd. All Rights Reserved. Page 11 of 21
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4. File Checksum generation

4.1. Navigate to the folder containing the desired files

Using the Folders and Files selection, navigate to the folder containing the files on the left side of the
user interface.

1) Netrust Digital Signer ver 4.1.4

- a8 X
Folders
- 4 = > N
ERLAERY o AN AN EAYE VAT R Y S
Refresh Sign Extract Verify Check Plans  Checksum View Remove Clear Al Preferences Heip About Exit
Work Area Signed/Exracted Fle Detals Area
Fie | Fie Path Fie Size FieName  Fie Path Sgning Tme ~ Sze
v
Files
Name Size Type Daty
(4 B1_ST paf 208 KB Adobe Acrobat 14,
4] List of Approved Plans pdf 284 KB Adobe Acrobat ...  4/2
Plans (AR) e 13689 KB IFC File an,
Plans (ME).ifc 13.689 KB IFC File az
Plans (ST)ifc 13689 KB IFC File arz ommaton 7 Plans Validation Resul(s)
User Information
Log Token Info No Token Detected
InfToken  Loggedin User : NA
Details
Certfcate Expiry : NA
< >
21 Netrust Digital Signer ver 4.1.4 - a S
Folders
~ 7 ~ Y N
2 <L e, g 32 ® X2 x ?2 0B
Refresh Sign Extract Verify Check Plans  Checksum View Remove Clear Al Preferences. Heip About Exit
Work Area Signed.Extracted Fie Detals Area
Fie Name Fle Path Fle Size FieName  Fie Path Sgnng Tme  Sze
v
Files
Name Size Type Dats
[5B1_STpak 208KB Adobe Acrobat 174,
4] List of Approved Plans pdi 284 KB Adobe Acrobat arz
Plans (AR) ifc 13,689 KB IFC File ar
Plans (ME)ifc 13.689 KB IFC File az
Plans (ST) fc 13,689 KB IFC File 472 Sgneris) Information / Plans Validation Resuk(s)

User Information
- Token'wfo No Token Detected
InfToken ~ logged bnlUser - NA
Details

Cetficate Expiry : NA
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4.2. Adding the files to Work Area

Double click on the desired files in the files selection area to add them into the Work Area.

:\) Netrust Digital Signer ver 4.1.4

a x
Folders
HEN=<E 2 i [
:] o= | e, - e #H# b4 =& = ? |
Refresh Sign Extract ferif Check Plans  Checksum e’ Remove Clear Al Preferences Help About Exit
Work Area Signed/Extracted File Detals Area
Fie Name Fie Path Fie Size FieName  Fie Paih Sgring Tme ~ Size
Plans (AR)fc__C.\Users'\usemame \Deskiop\Demo_. 13689 KB
BISTpdf  Co\Users\usemame'Desktop\Demo_ . 208 KB
Demo_NDS_Annex_Verification
v
Files
Name: Size Type Dats
B B1_STpar 208KB Adobe Acrobat 14,
4] List of Approved Plans pdf 284 KB Adobe Acrobat ..  4/2
Plans (AR} #c 13.689KB IFC File an
Plans (ME).ifc 13.689 KB IFC File arz
Plans (ST) ffc 13.689KB IFC File 472 Sgnerts) Information / Plans Validation Resuk(s)

4.3. Selecting the file(s) to generate their checksum

Click on the desired file in the Work Area to generate their checksum. You may select up to 10 files

at once. In order to select multiple files, hold on to the CTRL button and click on the file in the work
area to select multiple files.

2 Netrust Digital Signer ver 4.1.4

- o x
Folders
Fd
- ) 2.3 <
A\ <& ) g e | # X\ |z (alA
Refresh Sign Extract Verif Check Plans  Checksum View Remove Clear Al Preferences Heip About Exit
Work Area Signed/Extracted Fie Detais Area
Fie Name Fle Path Fie Size FieName  Fle Path Sging Tme ~ Size
Plans (AR)fc  C:\Users\usemame'\Desktop\Demo_.. 13689 KB
B1 STpd  C:\Users'\usemame\Desklop\Demo_.. 208 KB
Demo_NDS_Annex_Verification
Files
MName Size Type Date
B B1_ST pdt 208KB Adobe Acrobat 1”4,
[#) List of Approved Plans pdf 284 KB Adobe Acrobat 42,
Plans (AR).ifc 13689 KB IFC File arz
Plans (ME) ifc 13,689 KB IFC File a2z
Plans (ST)ifc 13.689KB IFC File 472 Sgnerts) nformation / Plans Vaidation Resuitis)

User Information

Tokenifo - No Token Detected.
IMLzen Logged in User : NA
Details

Cenficate Expry - NA
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4.4. Checksum generation

After selecting the desired files to be validated, click on the “Checksum” button.

:1) Netrust Digital Signer ver 4.1.4

Folders
Demo_NDS_Annex_Verification

Files
Name Size Type
B B1_STpd 208 KB Adobe Acrobat
2] List of Approved Plans pdf 2B4 KB Adobe Acrobat

Plans (AR).ilc 13.689KB IFC File

Plans (ME) ffc 13.689KB IFC File

| Plans (ST)ifc 13.689KB IFC File

-

. 4

ar
a2,

42

- o x
Fd ’ >
Bl Z e v %X 2% ?2 0B
Refresh Sign Extract Check Plans  Checksum View Remove Clear Al Preferences Help About Exit
Work Area Signed./Extracted Fie Detals Area
File Path File Name File Path Signing Time Size

o C\Users\usemame'\Desktop\Demo _.

File Sizs
13689 KB
208 KB

C:\Users \usemame \Deskiop\Demo_

Signeris) information / Plans Vaiidation Resultis)

User Information
Tokenkfo  : No Token Detected
Infrogen  LogaedinUser - NA
Details

Centficate Expry © NA

Once the process is completed, results will be shown in the “Signer(s) Information / Plans Validation

Result(s)” tab.

1)) Netrust Digital Signer ver 4.1.4

Folders
Demo_NDS_Annex_Verification

Files
Name Size Type
BI1_STpdf 208 KB Adobe Acrobat
|4 List of Approved Plans pdf 284 KB Adobe Acrobat

Plans (AR).ifc 13.689KB IFC File

Plans (ME) ffc 13,689 KB IFC File

Plans (ST)ifc 13.689KB IFC File

a2,

a5 £
Refresh  Sgn  Extract CheckPlans Checksum  View  Remove  CearAl Preferences  Heb  About Ext
Work Area Signed/Extracted Fie Detais Area
FleName  Fe Path Fle Sze FieName  Fie Path Sgring Tme  Size

Plans (AR)fc  C:\Users\usemame\Desktop\Demo_
C:\Users‘usemame \Desktop\Demo_

13689 KB
208 KB

B1_STpdf

Signerls) Information / Plans Validation Resul(s)
[ [Fie 1] Checksum of C:\Users \usemame\Desktop\Demo_NDS_Annex_Verfication'\Plans (AR) fc is: 45c54 1fdeaee2dd47897 lebad7ab 7alf Je22282c 742d 1act 1629085 1e4c 75653

|
|[File 2] Checksum of C\Users'\usemame\Desktop\Demo_NDS_Annex_Verfication\B1_ST pdf is: 91a 1dedeat8c08af 1 7b8e96dad 312672 Jeb 780 77a8 ¥ 2aca 322898 1460068633

<=

User Information
o Token Info * No Token Detected.
InfToken  LoogedinUser - NA
Details
Certficate Expry : NA
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Upon successful checksum generation, the following message will be shown:

Checksum of <File Path> is: <Checksum>

For example, if the file sample.txt on C drive and the checksum of the file is
688213asklddsfnm3241hb2j3, the following message will be shown.

Checksum of C:\sample.txt is: 688213asklddsfnm3241hb2j3

Copyright © 2025 Netrust Pte Ltd. All Rights Reserved. Page 15 of 21
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5. Checksum QR generation

5.1. Enable the feature

Click on the “Preference” button

)
Folders
= 8 Deskiop ~ 7

m
>
i3

il
§
H
P

o Modied

Siperis)ifomation / Plans Validaton Resuls)

User fomaton
Token Info No Token Detected.
InfTobon  Logged nUser : NA

Cesthcate Expry : NA

Select Enable in the “Enable QR Generation” section and click on OK.
;Y Digital Signer Preferences X

Login Preferences

{You will have to re-enter your onginal password )

Signing / Extraction Options

Signed/Extracted Fles Location
() Select a folder before every “"Sign” or "Extract” operation
(® In an "ent/_ent" folder at the same location as the ongnal file
(O Put the Signed/Extracted Files in the following folder

Enable QR generation
Cance
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Once completed, a new “Generate QR” button will appear.

3
Folders

[ Deskiop ~ 7 - »m ﬂi .
A, o oA b 2 ? B
E L=, SATE A AEANE VR AR
e e 4 — A —
Work Area Signed/Extracied File Detais Area
iy e r— e
Files
Name

Size Type Date Modiied

Signerts) Iformation / Plans Valdation Res.tf)

User Infomation
Token fo. No Taken Detected.
InfToken  '099edhn User : NA

Cetficate Expry : NA

5.2. Navigate to the folder containing the desired files

Using the Folders and Files selection, navigate to the folder containing the files on the left side of the
user interface.

;1 Netrust Digital Signer ver 4.14

- o x
Folders
Fd - p N
Wir ) | [ > 73
B <& e v @R RS X2 20 B

Refresh Sign Extract Verify Check Plans Checksum Generate QR View Remove Clear Al Preferences Help About Exit

Work Ares Signed/Extracted Fie Detais Area

File Name Fie Path File Size FleName  Fie Path Sgring Time  Size

Demo_NDS_Annex_Verification @

Files
Name Size Type Dat:

[HB1_STpdl 208KB Adobe Acrobat ... 174,

4] List of Approved Plans pdf 284 KB Adobe Acrobat a2
Plans (AR)ifc 13.689KB IFC File az
Plans (ME} ifc 13689 KB IFC File arz
Plans (ST)ifc 13,689 KB IFC File 42 ) information / Plans Validation Resultis)

User Ifomation

- Tokenifo  : No Token Detected
InfToken  L099edinUser : NA
Details

Certficate Expry - NA

Copyright © 2025 Netrust Pte Ltd. All Rights Reserved. Page 17 of 21



CORENET X - User Guide for Checksum Validation of Approved Plans using Version 1.5
NDS

Click on the desired folder and the files in the folder will appear under the files selection area.

£V Netrust Digital Signer ver 4.1.4

- a X
Folders
~ Fd = P N
A& e o 38 # B \® Xz /% ? 1B
Refresn Sign Extract Verify Check Plans Checksum Generate QR View Remove Clear All Preferences Help About Extt
Work Area Signed/Extracted File Details Area
File Name File Path File Size File Name File Path Signing Time: Size
Demo_NDS_Annex_Verification
.
Files
Name Size Type Dats
[5B1_ST pat 208 KB Adobe Acrobat 4,
|4 List of Approved Plans pdf 284 KB Adobe Acrobat 472
Plans (AR)ifc 13,689 KB IFC File 472
Plans (ME) ifc 13.689 KB IFC File 42
Plans (ST)ifc 13,689 KB IFC File 4/2 Signeris) Information / Plans Validation Result(s)
User Information
L Token info © No Token Detected
InfToken  Losgedin User : NA
Details
Certficate Expiry : NA
’ g
Double click on the desired files in the files selection area to add them into the Work Area.
:\ Netrust Digital Signer ver 4.1.4 — a X
Folders
~ rd > =
Bl <E ke o A2 B® X 2% ? 0B
Refresh Sign Extract ferity Check Plans Checksum Generate QR View Remove Clear Al Preferences Help About Exit
Work Area Signed./Extracted File Details Area
File Name File Path File Size File Name File Path Signing Time Size
B1_STpdf C\Users'usemame'Desktop\Demo_ . 208KB
Plans (AR)ifc C.\Users'usemame \Desktop'Demo _. 13689 KB
Demo_NDS_Annex_Verification
Files
Name: Size Type Day
|~ B1_ST pa¥ 208 KB Adobe Acrobat .. 4,
|+ List of Approved Plans pdf 284 KB Adobe Acrobat 472
[ Plans (AR)ifc 13689 KB IFC File arz
Plans (ME)ifc 13.689 KB IFC File A2
Plans (ST).ifc 13.689 KB IFC File 472 Signeris) information / Plans Validation Resul(s)
User Information
L Token Info No Token Detected
InToen  LogoedinUser : NA
Details
Certificate Expiry : NA
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5.4. Selecting the file(s) to generate the QR code

Click on the desired file in the Work Area to generate a QR code containing their checksum. You may
select up to 10 files at once. In order to select multiple files, hold on to the CTRL button and click on
the file in the work area to select multiple files.

21 Netrust Digital Signer ver 4.1.4 - o *
Folders
- Fd 7 -
2l <E e, v 3R BB %X 2 %x ?2 0B
Refresh Sign Extract Verif Check Plans Checksum Generate QR View Remove Clear Al Preferences Help About Exit
Work Area Signed/Extracted Fie Detais Area
Fie: Name Fie Path Fle Sze FieName  Fle Path Sgring Tme  Sze
X C\Users\usemame \Desktop\Demo_.. 208 KB
Plans (ARLfc  C:\Users\usemame\Deskiop\Demo_.. 13689 KB
Demo_NDS_Annex_Verification
Files
Name Size Type Datr
[ B1_ST.pal 208KB Adobe Acrobat ... 174,
&) List of Approved Plans pdf 284 KB Adobe Acrobat . 4/2
|71 Plans (AR).ifc 13.689 KB IFC File arz
Plans (ME) ifc 13.689KB IFC File arz
Plans (ST)ifc 13.689KB IFC File 42| Sirerts) inforation / Plans Validation Resulis)
User information
Token Info No Token Detected.
Log n User : NA
InfToken  L009d .
Details
Cestificate Expiry : NA
< >

5.5. QR generation

After selecting the desired files to generate the QR code, click on the “Generate QR” button.

1V Netrust Digital Signer ver 4.14 - a X
Folders
- 7 >
A S v @ # B X 2% 7?2 ik
Refresh Sign Extract Jerfy ~ CheckPlans Checksum Generate QR  View  Remove  ClearAl Preferences  Help About Exit
Work Area /Exracted Fie Detais Area

File Name: File Path File Size Name File Path Signing Tme  Size
B1_STpd  C:\Lsers\usemame'\Desktop\Demo_. 208 KB

Plans (AR).fc  C:\Users \usemame\Deskiop\Demo_. 13689 KB
Demo_NDS_Annex_Verification

Files
Name Size Type Date
(5 B1_ST pt 208 KB Adobe Acrobat ... 174,
%) List of Approved Plans pdf 28B4 KB Adobe Acrobat arz
[ Plans (AR).ifc 13,689 KB IFC File ar
Plans (ME)fc 13689 KB IFC File arz
Plans (ST) e 13,689 KB IFC File 472 Signeris) Information / Plans Validation Resukis)

User Information

Tokenirfo - No Token Detected
|mu:-| Logged In User - NA
Details

Certicate Expiny : NA

< >
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Once the process is completed, results will be shown in the “Signer(s) Information / Plans Validation
Result(s)” tab.

A\ Netrust Digital Signer ver 415

- a x
Folders
7 o 258
= | A # S @ ?
&l << T » X x ! 1

Remesn  Sgn  Easat CheciPans Chectsum GenerslsGR  Vew  Remove  CRATAl Prelerences  heb  Abod  EXt

Wiork Area Seped/Extraced He Detais Arez

Fielame  FiePan File Sze FleMame  FlePath SgungTme Sz

C\Users wsemame \Deskiop\Dem,_NDS_Armes Nerfication)B1_ 5T pdf
e C-\Users\usemame'Desiiop\Dema_NDS_Arnex_Verficaticr\Plans (AR #c.
Demo_NDS_Annes_Vesification
Fies
Name Size Type Date Modified
& B1_ST paF 208 KB Adobe Acrobat 27/11/2024 33,
= B1_ST pdf png. 1KB PNG File 27/11/2024 33,
& List of Approved Plans pdi B4KD Adobe Acrobat .. 27/11/2024 33
I7) Plans. (AR) e 13.689 KB IFC File 2711142024 33,
=] Plans (AR) e pna 1KB PNG File 27/11/2024 33
Plana (ME) ffic 13689 KB IFC File 27/11/2024 33,
Plans (ST)dc 13689 KB IFC File: 291172024 33

[Fée 21 Successiuly ganerated G code of Checkaum 1o C-\Lsers\usemame'DesktopDamo_NDS_drviex NerficatonPlans (AR
Checksum ol C g \Demo_NDS_frnes_\V (AR)fc s 1505 208473 Tebadab

L Token o Teken presert
ITohen | Locodin User : NA
Detailk

Conficats Expey: WA

Upon successful generation of the QR code, the following message will be shown:

Successfully generated QR code of Checksum to <File Path of QR code generated>

Checksum of <FilePath of selected file> is: <Checksum of file>

For example, if the file sampletxt on C drive and the checksum of the file is
688213asklddsfnm3241hb2j3, the following message will be shown.

Successfully generated QR code of Checksum to C:\sample.txt.png

Checksum of C:\sample.txt is: 688213asklddsfnm3241hb2j3
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6. Common error

6.1. Checksum of file to be validated is not in the approval letter

Signeris) Information  Flans Validation Resultis)

[File 1] Emar! Checksum of tester log does not match any values in selected Annex_MParks latest 3 pdf
Signing Cerificate of Annex_MNParks latest_3 pdf: CM=Caorenet X UAT, OU=nSignCore LUAT, O=Corenet X, C=5G

If the approval letter (List of Approved Plans) does not contain the checksum of the file to be validated,
this error will be shown:

Error! Checksum of <Filename of file to be validated> does not match any values in selected
<filename of List of Approved Plans>

For this error, please do ensure that the correct file is selected to be validated against the correct
approval letter (List of Approved Plans).

6.2. Incorrect approval letter selected

Signen(z) Information / Plans Validation Result(s)

Waming: The selected 20230612_1116_Transport pdf does not contain a valid digital signature. You may wish to contact CORENET X helpdesk to verfy the authenticity of the file.
[File 1] Emor! Checksum of Plans (AR) fc does not match any values in selected 20230612_1116_Transport pdf

If an incorrect approval letter is selected, for example a random PDF file that does not contain any
checksum, the following error will be shown:

Error! Checksum of <Filename of file to be validated> does not match any values in selected
<filename of List of Approved Plans>

6.3. Other errors
If you encounter any other unexpected errors, please do take note of the following:

1) Error faced and screenshot of the error
2) Date and Time when you have encountered the error
3) Navigate to C:\ProgramData\Netrust Digital Signer and zip up the entire folder*

You may send an email to customersupport@netrust.net with the information obtained above and
attach the zipped file in the email for support.

* To see this folder, you may have to select the option in File Explorer to show hidden files
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